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1. Introduction 
The Ministry of Defence Integrated Network project is a CCNA graduation project 

designed to demonstrate enterprise network planning, configuration, security, 

redundancy, and troubleshooting skills. The network represents a multi-site organization 

with Headquarters, Air Defence, and Military Defence locations connected through a 

scalable and secure architecture. 

2. Project Objectives 
The main objectives of this project are: 

- Design a complete enterprise network topology. 

- Apply VLAN segmentation for departments. 

- Configure routing and redundancy. 

- Implement network services such as DHCP, DNS, NTP, Syslog, SNMP, and SSH. 

- Apply security controls including ACLs, Port Security, and DHCP Snooping. 

- Verify network operation through testing. 

3. Network Topology Design 
The topology consists of Core, Distribution, and Access layers. The design uses routers, 

multilayer switches, access switches, servers, PCs, IP phones, CCTV devices, and 

wireless access points. 

 

The architecture follows a hierarchical network model to improve scalability, 

management, and reliability. 



 

4. IP Addressing Plan 
Static IP addresses are assigned to infrastructure devices such as routers, core 

switches, servers, and management interfaces. End-user devices use DHCP dynamic 

addressing. 

 

IP addressing follows IPv4 subnetting using VLSM to provide efficient address 

allocation. 



 



 



 

5. VLAN and Switching Design 
VLAN segmentation is implemented to separate network departments: 

 

VLAN 10: USERS 

VLAN 20: VOICE 

VLAN 30: CCTV 

VLAN 40: ADMIN-IT 

VLAN 50: SERVERS 

VLAN 60: INTERNAL-WIFI 

VLAN 70: GUEST 

VLAN 99: MANAGEMENT 

 

Access ports connect end devices while trunk ports carry multiple VLANs between 

switches. 



6. Routing Design 
OSPF is used for dynamic IPv4 routing between network devices. Static routing is used 

where required for IPv6 according to project requirements. Default routes provide 

connectivity toward external networks. 

7. Network Services 
The network implements: 

 

DHCP for automatic client addressing. 

DNS for name resolution. 

NTP for time synchronization. 

Syslog for centralized logging. 

SNMP for network monitoring. 

SSH for secure remote management. 

NAT for address translation. 

8. Network Security 
Security features include: 

 

ACLs to control traffic between VLANs. 

Port Security to limit unauthorized devices. 

DHCP Snooping to prevent rogue DHCP servers. 

SSH access control for secure device administration. 

9. Wireless Network Design 
Wireless access points provide internal and guest wireless connectivity. Guest users are 

logically separated from internal resources through VLAN segmentation and security 

policies. 

10. Testing and Verification 
Testing includes: 

 

- Ping and traceroute between networks. 

- DHCP address assignment verification. 

- NAT verification. 

- ACL rule testing. 

- HSRP redundancy verification. 

- OSPF neighbor verification. 

- VLAN and trunk verification. 













 



11. Conclusion 
The Ministry of Defence Integrated Network project demonstrates practical CCNA 

networking skills through design, configuration, security implementation, and verification 

of an enterprise network environment. 


